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Introduction

Thank you for your participation in the EMCAP (E-mail Collection and Preservation) pilot project. You
have been selected to collect e-mail messages that you have organized and designated to be archived
based on the messages’ content, and by using your agency’s records retention and disposition schedule
to identify which e-mail messages should be permanently retained.

As a user of EMCAP, you have access to an account on an archival e-mail server dedicated to collecting
and storing archival e-mail messages that have lasting historical value because they document or
constitute evidence of state policies, decisions, procedures and essential transactions. This archival e-
mail account appears as an additional folder in your Microsoft Outlook 2007 sidebar, and is treated just
like another folder in which to move and store archival e-mail messages. In addition to the archival e-
mail account, you can also check on the status of your archival e-mail messages and make basic changes
to your account via the EMCAP Status Account module.

This guide consists of two parts. Part One, this document, explains how to set up EMCAP and make
administrative changes to the Status Account tool. Part Two provides steps for moving e-mail messages
within Outlook and is listed as a separate document on the training page at
http://www.records.ncdcr.gov/EmailPreservation/training.htm . Since this is a pilot project, some

aspects may be different than if EMCAP is implemented as a permanent e-mail archiving tool.

Information about the grant project through which the e-mail archiving tool was developed can be
found here: http://www.ah.dcr.state.nc.us/records/EmailPreservation/.

Why the EMCAP Archive Folder is Different than Outlook’s Archive Folder

You may notice that an Archive Folders folder already exists in Outlook’s default sidebar. This is because
Outlook uses the term “archive” to describe the way it efficiently moves and stores e-mail messages that
you haven’t used in a long time. When Outlook asks to “auto-archive” your older e-mail messages, or
when you create your own archive settings, Outlook moves older e-mail messages to a different location
to more easily access the messages that are current.

Keep in mind that your auto-archive settings do NOT affect how you should retain your e-mail messages
per your agency’s retention schedule. You should copy or move permanent records found in your e-mail
folders to the EMCAP archive folder regardless of whether they are currently located in your Personal
Folders or in your Archive Folders in Outlook.
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EMCAP Set-up

In order to have access to the EMCAP archival server, you agency’s IT staff will need to configure the e-
mail client software on your computer. Each participating agency will have a domain name assigned to it
to use the tool. A domain name is an organized collection of records (or users) that are associated with
one another. For example, the users listed under the domain name “Secretary of State” are all affiliated
with this specific agency. Consequently, a typical user account for someone working for the Office of the
Secretary of State will look something like this:

your.name@sos.emcap.ncdcr.gov (where “sos” after the “@” symbol is the domain name for Office of

the Secretary of State).
Creating Your Password

Once your EMCAP account is created on the archival server, you will receive a welcome e-mail message.
The message contains your EMCAP e-mail address (which will be identical to the archival account in
Microsoft Outlook), a link other training material, and a link to activate the account before it can be
used.

(c
Subject: Mew Archival Account

Dear Susan Jones,
Welcome! Thank you for participating in the EMCAP pilot.

A new e-mail account has been created on the Archival E-mail Collection and Preservation server (EMCAP) for your use.

This should match archival account
in Microsoft Outlook

The account address is|susan.jones@mail.testdomain.com.| «

Someone from your support staff will be visiting you soon to add this account to your e-mail client.

For a tutorial on how to copy mail messages that have archival value to this account, please visit this web site:
http://www. ah.dcr.state.nc.us/emcap/emailpreservation/training. htm

Before this account can be used it must be activated by clicking here https://ncarchives.dcr.state.nc.us/emcap/Activate.aspx?
accountid=72&sess5=TdDW1psa0Vi4zyskX97/X0 F\\—
You will be able to choose a password at that time. Select this link to activate account.

This account has been registered with the following information:
Account Owner: Susan Jones
Contact e-mail address: janedog@ncdcr.gov Unit Name: Test Agency

If any of these items is incorrect please update them by visiting the following web site: https://ncarchives.dcr.state.nc.us/emcap

danentm. de mhEl ol b aie asrah et St dth S M st s e A R o i, S A,

Click on the link to activate your account. A Welcome to Emcap screen will appear (Figure 1).
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Welcome to the North Carolina State Archives
E-Mail Collecting and Preservation Server.

Jane Dioe
Before you can start using vour account, wou must choose a password,

Mew Password: || |
Confrim IMew Password: | |
[ Ipdate Fassword ]

The pazsword must be at least 6 characters in length, and must contain 2 of the
following 4 character type: Tppercase letters, Lower case letters, Mumbers,
and Symbols.

Figure 1. Choose a password

The welcome screen will instruct you to enter a new password and then confirm that password by
typing it again. Please note that the password must be at least 6 characters in length, and must contain
3 of the 4 character types: uppercase letters, lowercase letters, numbers and symbols. Make note of this
password as you will need it later. Select Update Password to complete the change. This password, once
created, must then be entered in Outlook to enable you to log into the EMCAP account. The steps to do
so are next.

Note: You must create a password within 48 hours of receiving the welcome e-mail message in order to
activate your EMCAP account. If you do not, the account activation request will expire and you will be
asked to submit a new request.

Outlook Set-up

Updating Your Password in Outlook

Your agency’s IT department will then set up the EMCAP account in your Outlook client so that it looks
like another e-mail account folder (Figure 2).
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Favorite Folders

Mail Folders
2] i Mail Items

= 6F Mailbox - Doe. Jane E
# (5] Deleted ltems
[ Inbax
L g Junk E-Mail
[ Outbox
LF) RSS Feeds
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# [ search Folders
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e-mail

4,/ account
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archival® e-
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L g Junk E-mail
1 L3 Search Folders

Figure 2. Archival account in Microsoft Outlook

From the navigation bar, select Tools = Account Settings.
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An Account Settings window will open that displays all the e-mail accounts associated with Outlook.
Highlight your archival account, and then select Change.

E-mail Accounts
Yo can add o remove an accounk, You can select an account and change its settings.,

E-mail | Daka Files | RS5 Feeds | SharePoint Lists | Inkernet Calendars | Published Calendars I Address Eu:u:uks_

o Mew, ., 2 Repair,.. | £ Change... |4 ¥ Remove &
Marne Twpe
Jane Doe@ncdor, goy Exchange send From this account by default)
| jane.doe@rmail. kestdamain, com IMAPISMTP

\ Archival e-mail

account

Selected e-mail account delivers new e-mail messages to the Following location:

Mailbox - Doe, Jane/inbox
in data file C\Documents and Settings) janedoe .. \0Outlookioutlook, osk

A Change E-mail Account window will appear (Figure 3). You will see the user name, EMCAP e-mail
address, and a blank space for your new password. Enter the new password you just created in the

Welcome to Emcap page. Leave Remember password checked. Click Next to advance through the
windows, and then Finish.
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Each of these settings are required ko get wour e-mail account working.

User Information

Your Mame: Jane Doe

E-mail Address: jane, doe@mail, testdamain, coi
Server Information

Account Type:

Incoming mail server: rnail . beckdomain, com

Outgoing rnail server (SMTPY | qaone
Logon Information

Lzer Manme: jane, doe@mail, testdomain, co

Passwiord: kbbbt ok
Remember password

[ ]Require logon using Secure Password Authentication {SP&)

Figure 3. Change password in Outlook

Test Account Settings

after filing out the information on this screen, we
recommend wou kest vour account by clicking the
button below, (Requires network connection)

Test Account Settings ...

Type the password you created
inthe EMCAF Welcome page.
Then click Mext.

More Setkings ...

[ Mext = ] [ Cancel I

Creating Folders for Your EMCAP Account in Outlook

To keep your EMCAP archive messages organized, create folders in your EMCAP account based on the

folders in your regular e-mail account, taking into consideration your retention and disposition schedule.

There are two ways to create a new folder.

1. Right-click on the Inbox in your EMCAP e-mail account and select New Folder.

OR

2. From the toolbar, select File = Folder = New Folder.
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A Create New Folder window will open. Enter the name of the folder — in this example it is Budget — and
make sure it will be nested in your EMCAP inbox by selecting where to place the folder. Click OK.

reateNewaEolder

MNarne:

Eiudgeti

Folder contains:

[2]x]

Mew folder name

Mail and Post Tkems -
Select where ko place the Folder: 4
-—
& S5t Mailbos - -~ B
= £ jane.doe@mail testdomair, &Gm i
# [ Inbox
L g Jurk E-mar\
# =3 john.smith@rmail. bestdomain, ot =
# 3 Personal Folders MES This folder will bgs
# 4 Public Folders highlighted
=]
@ S —
i1 _-' 'ﬂ__ n
=" =
=] bl
(814 ] [ Cancel

Managing Your EMCAP Account

The folder will now appear nested below your
EMCAP Inbox. If the folder is not placed in the
EMCAP account as shown, mail in that folder
will not be archived by EMCAP.

H L& Search Folders
= £ jane.doe@mail testdomain.com

= [ finbox
i [ Budget

Repeat this process as necessary.

After you have created your password in Outlook, you can then access the EMCAP Account Status page
where you can manage your account. The link to the site is: https://emcap.ncdcr.gov (Figure 4).
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North Carolina State Archives
E-mail Collection and Prezervation Server

Please login.

Enter either vour archival account address or your regular account address,

Archival E-mail address || |
Eegular E-mail address | |

Archival account password™ |

Chelz here if vou have forgotten vour password.

* The password used to access vour archival account is requited here whether vou supply
wour archival e-mail address or your regular e-mail address

Figure 4. Emcap Account Status

To log in, you must provide your archival e-mail address or your regular e-mail address and your archival
account password (this is the password you created on the Emcap Welcome Page and updated in
Microsoft Outlook) and then select Login.

The first time you log onto the Account Status page, you will likely receive a Security Warning or Alert

window (depending on the browser you are using) (Figure 5) asking whether you or not you trust this
website.

e I3 .“'
Ity anning; ”'m

Acrobat is atkempting ko connect o
! https:f fncarchives. dor, stake . nc,usfemcap

] Remember my action For this site

If vou trust the site, choose Allow, IF wou do nok trusk the site, choose Block.

[_ree J[[ aow J[[ ok
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= R ; n ||
[zl sl LE

[ nformation wou exchange with this site cannot be viewed or
2 changed by atherz. Howeser, there iz a prablem with the zsite'z
gecurty certifizate.

{i\_ The zecurity certificate was izzued by a company pou have
hiot chosen to bzt Yiew the certificate to determine whether
oL want ko brust the certifying autharity.

a The zecurity certificate date iz valid.

a The zecurity certificate haz a valid name matching the name
af the page pau are tving to view.

Do you want ba proceed?

ez I L Mo ] ["Jiew Certificate

Figure 5. Security Alert window

To proceed, select Allow or Yes (depending which window is displayed).

The Emcap Account Status site (Figure 6) provides information about how much e-mail you have moved
to your EMCAP account, the regular e-mail address associated with the account, and the unit in which
you work. From this page you can update your normal work e-mail address and unit name (the unit in
which you work). To log off this page, select the Log Off button located at the bottom of the screen and
then close the Account Status window.
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North Carolina State Archives
E-mail Collection and Preservation Server

Account Status for: JTane Doe Change Password ]

Contact e-rmail address: |jane.d0e@ncdcr.g0v | [ Sawve ]

Department of Cultural Resources

Ut Mame:;

Last Archival Collection: Friday, Iiay 08, 2009
Ifessages Archived: 586
File Space: 0

Tuesday,

December 18,
Date of Eatliest Wessage: 2007

Frday, Iday 08,
Date of Latest lessage; 2009

Archival Account Address: lﬁﬁ’é%é {@madl testdomain. com |"
Created: Thu_rsday, Iday 07, 2009 1

Figure 6. Account Status window
If You’ve Forgotten Your Password

If you have forgotten your archival password, you can request a new password. On the Emcap Account
Status window, select the link “Click here if you have forgotten your password” (Figure 7).
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North Carolina State Archives
E-mail Collection and Preservation Server

Please login.

Enter ether your archival account address or your regular account address.

Archival E-mail address | |
Regular E-mail address | |

Archival account password®
e

Click here if you have Forgotten your password, o

* The password used to access your archival account is required here whether you supply
vour archival e-mail address or your regular e-maitl address

Figure 7. Forgotten password

The EMCAP Archival Mail wizard will appear which will begin the process of resetting the password that
you use to gain access to your archival e-mail account. Click Next.

On the next page, provide either your archival e-mail address or your regular e-mail address, and then
click Next.

EMCAP Archival Mail

Comple

Provide either the e-mail address of the archival account or your regular
e-mail address,

archival E-mail address: |ju:uhn.5mith@mail.teatdumain.cum /

Fegular E-mail address: || |

Prewvious Mext Cancel
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On the next page, enter and then re-enter your new password in the fields provided. Click Next. Please
remember that passwords must be at least 6 characters in length and must contain at least three of the
following types of characters: uppercase letter, lowercase letters, numbers, and symbols.

The next page summarizes the account you’re changing and where a confirmation e-mail message will
be sent. Select Send.

EMCAP Archival Mail

.Ij
Send E-mail
Complete

Password reset summary

Press the send button to complete the password change reguest,

Aan e-mail message with futher instructions will be sent to
john.smith@ncdcr.qov

Far account: john.smith@mail.testdomain.com

Frewvious Finish Cancel

A window confirming the e-mail message was sent will appear. Select Exit to close the wizard.

You will receive a message in your regular e-mail Inbox asking you to click on a link to complete the
password reset request.

<<User Name>>»,
Please click on the following link to complete the password reset reguest. ‘fﬂ”””’#’

https://ncarchives.dcr.state.nc.us/EMCAP/UpdatePass.aspxfaccountid=71&sess=WJiR4t1521k1GgEU7iNgIw

You must use this link within 48 hours from the time this message was sent.
Please do not reply to this e-mail message.

Sent from the Emcap Web Site (/EMCAP)
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A new screen will appear confirming the completion of the password request. Select the Account Status
button to proceed to the Account Status page.

The password reset request is now cotaplete.

= |
Please continue to the Account Status Creen
————

From the Emcap Account Status page, you will be able to log into the Account Status module.

Please note that you MUST change your password in Microsoft Outlook so that it is identical to your new
password. Please see “Updating Your Password in Outlook” on Page 5 to change your password.
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