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Introduction
Thank you for your participation in the pilot project for the e-mail archiving EMCAP (E-mail Collection
and Preservation) tool. This tool can be used within Microsoft Outlook 2003 to collect messages that
the user has organized and designated to be archival, based on the messages’ content, using the
General Administrative Records Retention and Disposition Schedule (Manual 210.9) and the agency
retention and disposition schedule to identify what messages should be permanently retained (see
Addendum). EMCAP appears as an additional e-mail account in Outlook that can be treated just like
another folder in which to store messages.

This manual explains how to make administrative changes for the tool as well as how to archive e-
mails using the tool within Outlook. Information about the grant project through which the e-mail
archiving tool was developed can be found here:
http://www.ah.dcr.state.nc.us/records/EmailPreservation/default.htm .

Why the EMCAP Archive Folder is Different than Outlook’s Archive
Folder

You might notice that Archive Folders already exist in your Outlook folder list. (See Below) This is
because Outlook uses the term “archive” to describe the way it efficiently stores e-mail messages.
When Outlook asks to “auto-archive” your messages, or when you create your own archive settings,
Outlook moves older messages to a different storage unit to more easily access the messages that are
more current.

Keep in mind that your auto-archive settings do NOT affect how you should retain your messages per
your agency’s retention schedule. You should copy permanent records found in your e-mail to the
EMCAP Archive folder regardless of whether they are currently located in your Personal Folders or in
your Archive Folders in Outlook.

Folder List x
+- 03 Archive Folders
+- 03 Archive Folders
+- 03 Archive Folders
+- 03 Archive Folders
@ Mailboe: - Bendrakh, Cynthia
% Calendar
+-§% Conkacts
{# Deleted Items
B} Drafts
—|- & Inbox
P
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EMCAP Set-up

The EMCAP server stores all e-mail designated as archival. Your Bureau of Archives & History staff will
create the account information for each user and configure the EMCAP account on each user’s
computer. Since the tool works like an e-mail account, each participating agency will have a domain
name assigned to it to use the tool. A typical user account will look something like this:

yourname@ phhmail.pa.lcl

Once a user name and password is created, the user can manage his or her account from this site:
http://phhmail/emcap

PHMC
E-mail Collection ancd Preservation Server

Pleaze logn.

Enter either your archival account address or your regular account address.

Archival E-mail address | |

Eegular E-mail address | |

Archival account password® |

Click here if vou have forgotten vour password.

* The password used to access your archival account 15 required here whether vou supply
your archival e-mail address or your regular e-mail address

Figure 1. EMCAP Account Status Log-in Screen

Log in to view EMCAP account status

To log in, you must provide your archival e-mail address or your regular e-mail address.

Your BAH staff will also have created a temporary account password for your EMCAP account
during set-up. You will be required to change it on the Account Status page as well as in your
e-mail account before the EMCAP account is activated. The complete steps to change your
password will follow.

The Account Status site also provides information about how much e-mail you have moved to
your EMCAP account, the regular e-mail address associated with the account, and the unit in
which you work. You can modify the associated e-mail address (your normal work e-mail
address) and unit name (the bureau in which you work). (See figure 2.)
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PHMC
E-mail Collection and Preservation Server
Account Status for: Linda Avetta Change Password
Contact e-mail address: |Iavetta@state_pa_us

Bureau of Archiwves and History ;I
Unit Mame: =

Last Archival Collection: Mever
Messages Archived: 0
File Space: 0

Date of Eatliest Meszsage:
Diate of Latest IMezsage:

Archival Account Address: lavetta@phhmail palcl
Created: Wednesday, June 18, 2008

Figure 2. EMCAP Account Status Page

Outlook Set-up

BAH staff will have set up the EMCAP tool in your Outlook client so
that it looks like another e-mail account folder (figure 3). This
means that archiving your e-mail is just like copying messages
between folders. Details about how and when to archive your
messages are explained on page 5 of this guide.

Changing your EMCAP account password

When you change your password, you will need to change it in two
places. First, log in to your EMCAP account at
http://phhmail/emcap. (See figure 1 on previous page.) On the
Account Status page (figure 2), click Change Password.

Save |
Save |

Log Off |

Folder Lisk

@ Archive Folders
B2 Archive Folders
£t Mailbos - Avetta, Linda
B Calendar

§% Contacts

@ Deleted Items [1]
----- ) Drafts (4]

-5 Inbox [37]

ﬁﬁ Journal

Motes

-1, Outbox
----- SE quarantine
----- SE2 Sent [tems

I'_—'I@ phhmail. pa.lcl
- Inbox
@ Public Folders

Figure 3. Microsoft Outlook Folder Structure
with EMCAP; shown as mailbox named

uph
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Old Pagsword: |
Mew Password:
Confiim New Password

[ Update Password ] [ Cancel

Figure 4. Update Password Page

The Update Password screen (figure 4) will prompt you to enter your old password, new password,
and then confirm the new password by typing it again. Select Update Password to make the change.
Log out of the Account Status page and close the browser window. Open Microsoft Outlook.

Adding EMCAP to Outlook

Once you open Outlook, go to “Tools” in the menu bar, and then to “Email Accounts.” The below
prompt will be displayed:

E-mail Accounts | %] |
E-mail Accounts
You can change the e-mail accounts and directaries that Outlook uses, ]
E-mail

* add a new e-mail account:

" View or change existing e-mail accounts

Directory
¢ add a new directory or address book

= Wiew or change existing direckories or address books

4 Bank I Mest > I Cloze

Check “Add a new e-mail account”, and select “Next”. The next screen should be:
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Server Type
‘fou can choose the bvpe of server your new e-mail acount will work with,

" Microsoft Exchange Server
Connect ko an Exchange server to read e-mail, access public folders, and
share documents,

" POP3
Connect ko a POP3 e-mail server bo download
wour e-mail,

o
Connect ko an IMAP e-mail server to dovenload e-mail and synchronize
rnailbo: Folders.

" HTTP
Connect ko an HTTP e-mail server such as Hotrail to download e-mail and
synchronize mailbox Folders.,

" Additional Server Types
Connect bo anokther workgroup or Srd-party mail server,

< Back | Hest = |

6|
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E-mail Accounts E

<

Cancel

Check “IMAP” for the connection, and select “Next.” The next screen:

E-mail Accounts

Internet E-mail Settings (IMAP)
Each of these settings is required to get your e-mail account warking.,

-

User Information Seryer Information
Your Marme: |Liru:|a Avetta Incaming rmail server (IMAR]): |phhmai|.pa.|u:|
E-mail Address: |Iavetta@phhmail.pa.ll:l Dukgaing mail server (SMTR: ||:nhhmai|.|:|a.||:|

Logon Information

User Mame: ||avetta

Password: |*******

[+ Remember password

[ Log on using Secure Password
Authentication (SPA)

< Back Hest =

Cancel

Set-up

You will need to enter your full name under “Your Name,” the E-mail Address will be your user name
as in CWOPA name@phhmail.pa.lcl. Incoming and Outcoming mail servers will both be
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“phhmail.pa.lcl.” Enter Login information of User Name which is your CWOPA user name and
password is the same as the EMCAP password entered previously (see figures 1 & 2) . Check
“Remember password.” Select “Next.” The prompt below should appear:

E-mail Accounts ki E3 |

Congratulations! @

¥ou have successfully entered all the information required ko setup your account,

To close the wizard, click Finish,

Once you are back in Outlook the below prompt will appear:

Internet E-mail - phhmail.pa.lcl EHE |

Please enker vour user name and password For the
Following server,

—Lagon
SEFYEr Iphhmail.pa.lcl

ser Mame: Ilavetta@phhmail.pa.lcl

Passwiord; I i i

¥ Remember Password:

| Ik I Zancel

Again, enter your username with the complete email address, and same password. Check
“Remember Password,” and select “OK.” You will no longer receive the prompt for your password.
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Folder Lisk X
@ Archive Folders
-8 Archive Folders You should see on the folder listed at the bottom, named

- g”EDT 'E‘*’E“a» Linda “phmail.pa.lcl.” This is where you will copy the email that is
""" alendar

..... & Cortacts considered archival.
----- ¥ Deleted Items (1)

----- <&} Drafts [4)

-3 Inbox [37)

{ﬁ Journal

..... Motes

-8 Outbox

----- B quarantine
----- 31 Sent [tems

EI@ phbmai palel ————y
-] Inbox

-3 Public Folders
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Part 2: Copying E-mail

Copying E-mail Messages to EMCAP

Outlook offers many shortcuts to locate groups of messages that you can use when you begin to
move your archival messages to your EMCAP folders. This section outlines several options; use those
that make the most sense for the quantity and location of messages you need to move. EMCAP is only
for messages of a permanently archival nature (See Addendum). Because the EMCAP tool is currently

a pilot, all messages should be copied to the EMCAP folders (so that another copy exists in another
location).

Folder List x
+ @ &rchive Folders
+ @ &rchive Folders
+ @ &rchive Folders
+ @ &rchive Folders
- @ Mailbiox - Bendrath, Cynthia
% Calendar
+ @ Zonktacts
& Deleted Items (1)
$fb Drafts
+-55a Inbo
{ﬁ Journal
+ Mokes
¥ Outbox
£ quarantine
£12 Sent Tkems

£ Stationery
w0 Tasks
£ Views
+- 13 Mailbox - PH, SRC Conf Rm
=63 phhmailpa. Il 1
SRl irbo T

£ Adminis_Correspondence_Subject_Files_G001_001

21 Annual_Special_Reporks_GO01_003

21 Minutes_GO01_00S

21 Policies_Procedures_G001_002

121 Program_Adminiskrative_Files G001 _007

1 Studies_Operational_Plans_G001_003
-3 public Folders
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Copying e-mail by subject or sender
If using the EMCAP tool is a jumpstart to organizing your folders, you might need to take advantage of
some search tools. The first tool enables you to find messages related to a single e-mail, based on the
subject heading or the sender.

The following example finds all related messages based on the subject heading.

1. Select a message that should be copied to EMCAP.
2. Right-click that message to see the drop-down menu.
3. Select Find All, Related Messages (figure 5).

Figure 5. Find all related messages.

._‘¢ Amy E Rudersdorf RE: Digitization workshop

(=1 Jeff Futch Re: review of schedules for G Open
= Kate Theimer [archives] controversy over N4 H‘é‘g Print web harvest
(=) Date: Two Weeks Ago & Reply
. i Desktop art 8 Replyto All
o_'.\g Forward

(=] Date: Three Weeks Ago

Follow U »
= Kelly Eubank FW: GeoPDF Webcast: Create =P

stered Maps
Categorize »

S 0 j Mark as Unread
RE: Digitization workshop

Find All r Related Messages...
Amy E Rudersdorf [amy.rudersdorf@ncmai
(2% Create Rule... Messages from Sender...
You replied on 4/14/2008 4:10 PM. .
Extra line breaks in this message were removed. Junk E-mail 4

Mon 4/14/2003 3:56 PM
Hymas, Peter; Allen, Christy; 'Kelly Eubank'; Perez, Hilg

Delete

5 X

Move to Folder.. druscie.simpson@ncmail.net

Message Options...

K
1
gﬁ Send to OneMote

0l L roas fe 2Ll 1 11 nasl

K:\archLib_PresiDigitizationiworksho

4. A new window will appear with a subset of all of the related messages (figure 6). To review any
of the messages, double-click on a message in the list and it will open normally, just like you are
opening it from your inbox. You can sort the messages by the column headings, including date
sent, sender, or current folder location.

5. If all of the messages can be copied together, click Edit in the drop-down menu of the window.
Choose Select All. Then click Edit again and select Copy to Folder (figure 6). If you want to
move only a few of the messages hold down the Ctrl key while clicking on the messages you
want to include before choosing Copy to Folder.
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%5 - Messages: Advanc - Adv: i o x . .
Messages: Advanced dvanced Find = EMCAP Tralnlng
¢ Eile | Edit | view Tools
£ Unda Cirl+Z Set_up
kF — box; ! | Fald . . .
st " cinon  [posentRemspersonal Folde. [ Browse... | | A hew window will appear (figure
Messal %X Delete Ctri-D [endnow | | 7). You can select the folder
M3 ™ to Folder... Ctrl=Shift+V Stop
S e | = where you want to store the
Copy to Folder... ﬂ [ e Seardh ]
= selected messages, or you can
[ AT ) | | first create a new folder. In this
[ Sent To... ] | | .
example we will create a new
[Jwhere T am: | orly pe | ) X
_ = “\ folder; if your folder exist,
Tirne: |n0ne B H i
continue, if not, go to next step 8.
Figure 6. Copy to Folder.
4 3% (/@ From | Subject Recei... Si.. Categ... In Folder W
= Meg... RE: Digitization workshop Momn... .. Sent Items
_4, Amy... RE: Digitization workshop Mon .. 2. Inbox
.—4 Wl Meg... RE: Digitization workshop Mon... 1.. Sent Items
_*, Amy... RE: Digitization workshop Mon ... 2. Creleted Items
- Pete... RE: Digitization waorkshop Mon ... 2. Dreleted Items
=) Chri.. RE: Digitization workshop he 3. Za digitization
.~ I Amy... RE: Digitization workshop 0517 LA digitization
o~ W Amy.. Digitization workshop Wed ... 3. digitization
& Items
_
Copy Iltems ! E]
Copy the selected items ko the Folder:
& Tasks ~ oK
[ tech suppart
[ web crawl
[ Webmaster Mew..,
[ workshops
=3 Archive Folders
= cms.ncmail.net
. = = EMCAP
Figure 7. Select folder to Copy Items.
[ budget
[ digital repository
[ file-naming
6. Enter the name of the new SR v
folder in the text box. (In this
example it the new folder name is grants). Make sure that the EMCAP folder or a folder within
the EMCAP account is selected as the location for the new folder. Press OK.
7. Select the folder to which you want to copy the messages and press OK. The messages will be
copied and you will be returned to the previous screen (figure 6).
8. To create a new folder to store the selected messages, select the New button on the right side

of the window. This will open another window. (See figure 8.)
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Create Mew Folder

Mame:

| grants|

Folder contains:

|Mail and Post Items

Select where ko place the Folder;

24t Personal Folders
=3 Archive Folders
= cms.ncmail.net
= = EMCAP
[ Inbox
L@ Junk E-mail

Ok,

l [ Cancel

Figure 8. Create a New Folder.
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To continue this search and sort process,
click New Search to select a new sender or
subject line by which to search.

You can also access this search tool without
first selecting a specific message. Click on
Tools, then Advanced Find from the drop-
down menu. (A new window will open, like
that in figure 5, except without any
messages listed.

From this window, you can search based on
subject, keyword, sender, or recipient; you
can also identify specific folders to search.

When you are finished, close this window
to return to your Inbox.

Any of the methods explained in this manual can be used to manage your e-mail account according to
your records retention and disposition schedule. Choose those that work the best for you, based on
the types of records you receive and how you currently manage your e-mail.

Microsoft Outlook 2003 EMCAP Training
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General Administrative Schedule Series to be used in EMCAP

G001.001 Administrative Correspondence and Subject Files

Executive level documentation of agency activities. May include organizational charts, reports,
studies, correspondence, speeches, and other materials. (Does not apply to program-level records.)

G001.002 Policies and Procedures

Executive level policies and procedures issued to address agency-wide operations, critical agency
functions, or issues of public visibility or concern. May include directives, policy statements, printed or
published procedures, manuals, bulletins, orders, rules, or notices.

G001.003 Studies and Operational Plans

Major administrative studies initiated at the executive level. May include but is not limited to:
strategic plans, project design plans, surveys/ questionnaires, charts, diagrams, statistics, preliminary
analysis reports, research materials, drafts, and other documentation related to Agency projects,
management studies, nonfiscal audits, and planning studies. (Does not apply to program-level
records.)

G001.004 Official Recommendations/Appointment Records

A record of the procedure by which members are asked to do service by appointment or
recommendation on any committee, council, board, or task force. May include: correspondence,
appointment letters, instructions, and notices of termination or re-appointment. Does not include
that information which resides in the official personnel folder.)

G001.005 Minutes of Meetings

Official minutes, agendas, and supporting documentation of all state agencies, commissions, and
boards. Information includes agenda, place, date, list of attendees, and a summary of discussions,
decisions, and orders dictated by an agency.

G001.007 Program Administration Files

This record series documents the administration of divisions, bureaus, offices, programs, and similar
governmental organizations and usually is received or produced by the administrator and/or key staff.
These records are part of official program files that serve as unique documentation of the functioning
body for which the program exists. The files may consist of: correspondence and memos concerning
program functions; program activity reports and statistics; files on the development and
establishment of goals and objectives, plans, laws and regulations; and other related records.

G001.008 Annual/Special Reports and Publications

Microsoft Outlook 2003 EMCAP Training
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Summaries and publications of important activities and accomplishments of an
agency/commission/board in narrative and statistical form. May include but is not limited to:
documents, pamphlets, studies, brochures, books, annual reports, codes, regulations, journals,
periodicals, or magazines published by or for the Commonwealth, its legislature, courts, constitutional
offices, or any authority, board, commission, department or other state governmental agency or
issued in conjunction with, or under contract with, the federal government, local units or government,
private individuals, institution, or corporation.

G001.011 Accreditation Records

Documents the accreditation process relating to an agency’s program or programs as required by
federal or state statute, or other professional organizations. Includes background support materials,
correspondence, guidelines, reports, and procedures.

G001.012 Reorganization Studies

Records documenting actual and proposed agency organizational structure. Includes organizational
charts.

G002.001 Press Releases

Press or news releases, speeches and speeches issued by an agency to the media to inform the pubic
about events, activities, and accomplishments.

G002.002 Public Relations

Information concerning agency publicity. May include biographies, promotional materials, broadcast
scripts, and bulletins designed to provide information about agency activities.

G002.003 Invitations and Programs
Documents created for an official agency function.
G002.004 Memorabilia

Items and materials with special value to an agency that relates to its history. Includes, but is not
limited to scrapbooks, agency photographs, picture books, albums, slides, audio/videos, and digital
images and albums.

G003.001 Legislative Correspondence

Correspondence relating to legislative issues, agency policies, or the agency’s position on issues. May
include correspondence with other agencies.

G003.002 Legislative Bill Files

Copies of bills under consideration by the Legislature with possible significant impact on the agency.
May include bill drafts, amendments, fiscal notes, memos, correspondence, committee reports,
monitoring reports, and related records.

Microsoft Outlook 2003 EMCAP Training
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G004.002 Litigation Case Files - Precedent-Setting

Correspondence, court documents, research materials, reports, press releases, and other related
information documenting precedent-setting cases that directly affect an agency and its environs. In
this context, “precedent-setting” means that the case impacted the previous status quo of the agency,
its rules, way of doing business, etc.

G004.003 Legal Opinions

A record of published, formal opinions on legal matters directly relating to the activities of state
agencies.

G004.005 Legal Issue Files

Files on legal issues of concern to a state agency. Interpretations of laws and policies, studies,
reports, correspondence, copies of legal documents, and other materials pertaining to specific issues.

G005.004 Grants Received by State Agencies - Final Reports

Copy of Final Report that is generated to document the deliverables of the program.

ADDENDUM
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PENNSYLVANIA STATE ARCHIVES-PRESERVING ESSENTIAL EVIDENCE

Though government officials create and maintain records in order to transact official agency business,
some of these records have evidential and informational value which extends beyond the original
business purposes for which they were initially used:

Evidential value-refers to the significance of the information a record provides about a government
office and the function that produced it. It is the evidence of an agency’s existence and
achievements. Records that document significant government functions, policies, and decisions have
evidential value.

Informational value-refers to the value records derive from the information they contain on persons,
places, and historical events.

The Archives of Pennsylvania State Government are maintained to:

» establish and protect the legal, financial, and other rights of the government

> protect the rights and interests of persons directly affected by an agency’s activities

» permit policy and administrative continuity and consistency by providing perspective on which to
base planning

» document organization, functions, programs, activities, policies, decisions, procedures, and
essential transactions for practical and cultural purposes

The following records are normally appraised by the State Archives for permanent retention:

» Records on Organization and Functions (organization charts and studies)
» Formal Minutes of Boards and Commissions (including agenda packets)
» Records of Internal Agency, Interagency and Nongovernmental Conferences, Councils,
Committees, Task Forces, and Study Groups

Legal Opinions and Comments on Legislation

Formal Directives, Procedural Issuances, and Operating Manuals

Evaluations of Internal Operations

Analytical Reports

Agency Histories and Selected Background Materials

Briefing Materials

Public Relations Records (speeches, addresses, comments and releases)

Audio, Visual, and Graphic Records

General Subject Files Documenting Substantive Agency Programs
Selected Case Files
Publications
Scientific and Technical Data
Socioeconomic Micro-Level Data
If an agency maintains any of these records, regardless of format (paper, microfilm, magnetic/ optical

VVVVVVVVYVYVYY

tapes or discs), it should notify the State Archives to make certain they have been properly scheduled
and reviewed in conformance with State Law and existing Management Directives.
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